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1
Decision/action requested

This pCR proposes threats for Key Issue to TR 33.866 for identification of anomalous NF behaviour
2
References

[1]
3GPP SID TR 33.846 for eNA
3
Rationale

The 5GC has become totally service based and the different NFs within the 5GC are instantiated based of the defined functionality of the NFs and the load these NFs are expected to handle. When these NFs are instantiated within a cloud infrastructure, it is possible that some of the NFs may behave abnormally because of different reasons. There is a need to detect such misbehaving NFs, so that further actions can be taken to protect the 5GC from damage.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.866 related to the group of KIs related to the second objective of the SID.
This contribution is based on the feedback received in SA3#101-e related to tdoc S3-203275.

************* START OF CHANGES
5.2.X
Key Issue #X: Anomalous NF behaviour detection by NWDAF
5.2.X.1
Key issue details

TBD
5.2.X.2
Security threats


Different NFs may behave in an undefined manner. Anomalous or malicious NF behaviour could be, for instance, to try to access NF/NF service which was not authorized to a NF as NF/NF service consumer, to consume lots of resource for NF as either NF/NF service consumer or producer, to trigger DoS attack on NF service producer by continuously sending some malicious message, e.g. ill http request, etc., to try to exhaust connections of http server.

This can be either due to internal data corruption, configuration errors, or due to cross communication between NFs from different vendors. Based on the NF type, such NFs could cause damage to either one or multiple UEs. For example, in case of an AMF or SMF dedicated to a network slice, the service for all UEs within the whole network slice could be affected. Even the whole network slice could get out of service.

An erroneous NF may succeed in knocking the whole network out of service by sending wrong messages to other NFs, causing other NFs to get out of service.

The NFs within the 5GC are already authenticated and communicate with each other based on the authentication and authorization. If the NF is misconfigured or has internal data corruption, etc, the assumption of trust becomes invalid and causes potential threats.  
5.2.X.3
Potential security requirements

It should be possible for the network to detect anomalous NFs using the data collected from UE and NFs.

************* END OF CHANGES

